Chapter 3
Economic Models of Communication Networks

Jean Walrand

Abstract

Standard performance evaluations of communication n&syfocus on théechnol-
ogy layermwhere protocols define precise rules of operations. Thoskestassume a
model of network utilization and of network characteristimd derive performance
measures. However, performance affects how users utiigenétwork. Also, in-
vestments by network providers affect performance andemprently network uti-
lization. We call the actions of users and network providees“economic lay€er
of the network because their decisions depend largely onaui@ incentives. The
economic and technology layers interact in a complex waytlaeyglshould be stud-
ied together. This tutorial explores economic models ofvoeks that combine the
economic and technology layers.

3.1 Introduction

Why were QoS mechanisms for end users not implemented imtamet? Should
users have a choice of grade of service for different apttina? Why is security of
the Internet so poor? Should Internet service providerslowed to charge content
providers for transporting their traffic? Should cell phebe unlocked to work with
multiple operators? Should municipalities deploy freeRMiretworks? How should
different services of a WiIMAX network be priced?

These questions that affect the future of communicatiowads go beyond
technology. However, their answers certainly depend dmtelogical features. Dif-
ferent protocols enable or prevent choices of users anctimfkeithe revenue of oper-
ators and, consequently, their investment incentives.efigineers who define net-
work protocols typically focus on their performance chégastics but are largely
unaware of the market consequences of their designs.

Jean Walrand
Department of EECS, University of California at Berkeleynail: wir@eecs.berkeley.edu

57



58 Jean Walrand

This tutorial explains some combined models of user andigenincentives and
performance of the network. The objective is not to preseatimaprehensive survey
of research in this area. Rather, it is to illustrate somedspects of these studies.

3.1.1 General Issues

This tutorial is not concerned with the strategic behaviousers who manipulate
protocols, such as cheating the backoff algorithm of a plgltaccess protocol or
the window adjustment rules of TCP. For a review of the ganesttetic formulation
of such behavior, see [3]. Instead, this tutorial explohedtehavior of more typical
users and providers that do not modify the basic hardwarseaitdare of the com-
munication devices. The questions concern investmeritégrand usage patterns.
Users of a communication network decide to use servicesl@sé¢heir utility for
the services. The utility of a service for a given user depardhow much the user
values the service and on its price. Services include adoessntent, to applica-
tions, and communication services. Users also add cortenigh their web sites,
possibly through a social network, or by making files avddab a peer-to-peer net-
work. The valuation of a service depends on the richnesseofdintent, the quality
of the transport service (bandwidth and delay), and the thérties with whom the
user can communicate. Network operators choose theirtimesds, prices, and the
services they offer to maximize their profit or some otheeotbye that depends on
profits. Figure 3.1 illustrates the interactions amongsiaed providers through the
network. Thus, through the network, a user affects othersiesed providers and a
provider affects other providers and users.

Users
A
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Fig. 3.1 Users and providers respond to economic incentives anct dfffe network.

When you drive on a congested highway, you increase thel tiiave of other
vehicles and the air pollution. That is, your utilizationtb& highway has a nega-
tive impact on the welfare of other people. Similarly, in awark, the actions of



3 Economic Models of Communication Networks 59

users, content providers (such as Google and Yahoo!), andgort providers (such
as AT&T and Comcast) affect the other users and providemn&uists calkexter-
nality the impact on others of some action when prices do not refi@ttimpact.
Externalities are present in most systems and they play@atmole in the actual
outcomes that economic agents face. We explain that nesvextkibit positive and
negative externalities, as summarized in Figure 3.2. Thketalso identifies the
sections of the paper where we analyze the correspondiactff

Users Content Transport
+ Contacts
Users |- Congestion 1.2, 2 + Interest 3.2 + Access 1, 2, 3

+ Security 3.3

+ Appeal

+ "
Content | + Revenue 3.2 - Competition

+ Access 3.2

+ Access

Transpor{ + Revenue 1, 2, 3 | + Traffic 3.2 - Competition 2.4

Fig. 3.2 Externalities of an agent in a column on the agents in the.rows

The first column of the table shows the externalities of useisther users and on
content and transport providers. The presence of usersaretivork has a positive
externality on other users by adding one person they camactifirough the network
or by adding content in a peer-to-peer network, on a webaiten a social network.
However, the usage of the network by a user has a negativenalitg because it
may increase congestion in the network and reduce the vélather services by
slowing them down. The security investments of a user havesdiype externality
on other users because they reduce the chances of denialvifesattacks, leak
of confidential information, or the likelihood of virus irdgon of the computers of
other users. The usage of the network by users increaseswbeue of transport
and content providers, a positive externality.

The second column shows that if a content provider investepibincreases
the interest that users have in the network and increasesilitgthey derive from
the network, a positive externality. The column also shdves &n increased invest-
ment in content by a provider may increase the revenue of ctiv@ent providers
indirectly by increasing the general appeal of the netwarlt, zonsequently, the
usage of the network. However, if a content provider is muararattractive, it
may reduce the traffic of its competitors, a negative extéyniypical of compe-
tition. Improving content servers increases the traffic tnreddemand for transport
provider services, a positive externality.

The third column shows that an increase in investment byresprart provider
improves the access to content and other users, which iraghevexperience of
users, a positive externality. Moreover, such an investrimamease may generate
more traffic on the content provider servers. Finally, ifansport provider improves
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its network, this may increase the traffic on the network beotransport providers,
but it may decrease that of some competitors.

The standard view is that economic agents are selfish in tisedkat they choose
actions that maximize their own utility without regard ftuat of other agents. Be-
cause of externalities, it is generally the case that thigsskebehavior of agents
results in a less-than-maximusocial welfare defined as the total utility of all the
agents minus the cost of providing the services. As an exatipt negative exter-
nality of congestion results in a selfish demand by usersghatger than socially
optimal. This effect is called thigagedy of the commorj%6] as we discuss in Sec-
tion 3.2.1. Also, the positive externality of investmengpitally results in selfish
investments that are lower than socially optimal, an efteded free-riding [48]
that we review in Section 3.3.1.

Another important effect in economic systems is the rolenédrimation in the
efficiency of markets. If you suspect that a used car might lbereon, you are
not willing to pay much for it. For instance, if the dealer a€K.0,000 for the car,
you expect that he probably paid $5,000 for it, so that youhtiige willing to pay
$6,000 for it, but not the asking price. However, the dealay imave a car that he
paid $9,000 for that he would be willing to sell for $10,00@dhat you might want
to buy for that price. Consequently, the lack of informatresults in good used
cars not being sold even though some buyers would be willimytchase them at a
price agreeable to the dealer, an effect cathéssing markelby economists [2]. One
could argue that the inability to select the quality of Im&frconnections results in
missing markets. Users might be willing to pay more for deladate high-quality
connections. See [43] for an interesting discussion of iiq@ortance of economic
aspects of the Internet and [49] for a broader presentafitilececonomic aspects
of the information technology.

Summing up, important issues in economic models of netwaishe effects of
externality of activity and of investments and the qualityndormation available to
agents and when that information is available.

3.1.2 Paris Metro Pricing

This section illustrates the interdependence of the ecamand technology layers
on a simple example due to A. Odlyzko [39]. Imagine a metro sehotherwise
identical cars are divided into expensive first class catdrmexpensive second class
cars. The first class cars are less crowded because they agesrpensive, which
justifies their higher price. The general effect behind &xample is that quality of
service affects utilization (the number of users of the iseivand utilization affects
quality of service. Consequently, the closed-loop behlragfdhe system is more
subtle than might be anticipated. We consider two modelsisfsituation. The first
model assumes that the utility of a network for each usermgpen its utilization.
The second model is more radical and considers applicati@atsire incompatible.
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Model 1: Utility Depends on Utilization

Imagine a network whose delays are acceptable for voiced&vas long as the
utilization (number of users) is less than 200 and accegpthslweb-browsing if
the utilization is less than 800. Assume that the demande(piat utilization) for
voice-over-IP is 100 as long as the price does not exceed@thanthe demand for
web-browsing is 400 as long as the price does not exceed Shanthese demands
vanish if the prices exceed those values, because usechswita competitor’'s
network. How much should the operator charge for the sePvice

If the operator charges 20, the web-browsing users do natexinAll the voice-
over-IP users connect because their total demand (100)al snough for the net-
work delays to be acceptable for that application. The regesf the operator is
then the utilization (100) multiplied by the price (20), g06Q0. On the other hand,
if the operator charges 5, then all the web-browsing usersect, the voice-over-IP
users do not because the utilization is too large and thgslal® not acceptable for
them. The resulting revenue is now the utilization (400)tiplied by the price (5),
or again 2,000.

Now consider the following strategy of the operator. He didg the network into
two subnetworks, each with half of the capacity of the omddjinetwork. The ac-
tual technology (e.g., time-division multiplexing or défficound-robin) used for
this splitting of the network does not really matter. In eaeltwork, the delays are
acceptable for voice-over-1P if the utilization is lessrtH)0 (half of the previous
acceptable utilization). Also, the delays are acceptair@tb-browsing if the uti-
lization is less than 400. The operator charges 20 for one@anktand 5 for the
other. The voice-over-IP users connect to the first netwarkthe web-browsing
users connect to the second. The operator revenue is now 208or the first net-
work and 400x 5 for the second, or a total of 4,000. The situation is illatsd
in Figure 3.3 that shows that the quality of service (QoS)haf first network is
automatically better than that of the second because it i expensive.

Expensive
Small Utilization

@ High QoS

Inexpensive
High Utilization
Low QoS

~
Fig. 3.3 Two identical networks with different prices have differ&poS.
Obviously the example was designed specifically for theiserdifferentiation
to increase the revenue substantially. What happens in a gesreral situation? If

the demand for voice-over-IP is of the fornx 1{x < x3, p < a} and the demand
for web browsing i x 1{x < xo, p < b} when the utilization ix and the price i,
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then one can show that the revenue of the Paris Metro priéinga be more than
twice the revenue of a single network.

As this example shows, even though the two networks areignthe higher
price of the first network results in a lower utilization armdnsequently, a higher
quality that justifies the higher price. Note that the apilit differentiate the service
doubles the revenue of the operator by eliminating the megabngestion exter-
nality of the users of one class on the users of the other.clédss differentiation
requires the users to signal their service preference andphrator to charge dif-
ferently for the two services.

Model 2: Incompatible Applications

The devices in a Wi-Fi network use a multiple access protteshare one radio
channel. The protocol specifies that a node must wait a raridoeafter the chan-
nel is silent before it starts transmitting. If the transsios of one device happens to
collide with another one, as the device notices becauseei dot get an acknowl-
edgment of its transmission, the device increases thevaltéioom which it picks
a random waiting time before the next attempt. This protbes the advantage of
sharing the channel fairly among the different devices dad af stabilizing the
network by avoiding many repeated collisions. Howeverabose of this random
waiting time, it may happen that the delay before transmisis occasionally quite
long, especially if some packets are large and require att@amgmission time. As a
consequence, voice-over-IP and web browsing do not mixiwellWi-Fi network.
Experiments show that the delays become excessive for-oeieelP as soon as
more than four or five web browsing connections are activaémtetwork [18].

Some technological solutions were developed to try to mitigthis problem.
However, they tend to be complicated and incompatible withwidely available
technology. A Paris Metro pricing approach would be to rua tetworks, on non-
overlapping radio channels and with different prices. Oatwvork would be too
expensive for web browsing and would only be used by voice-¢® users. The
other network would be used by web browsers. Wi-Fi netwokeeha few non-
overlapping channels. Typically, the network managercalies the channels to the
access points to limit interference, using some spatiaea¢at cannot be perfect.
In a Paris metro scheme, one would have a set of access poirdaeochannel
with an expensive connection fee, and other access poiimts the remaining non-
overlapping channels. This scheme would support voice-tReith a good quality
because that application generates little traffic, so trealetck of spatial reuse would
not matter. The other applications would suffer somewheabse their network has
been deprived of one channel.

A similar situation arises for other applications. For amgte, imagine an ap-
plication that tolerates only very short delays but thatsdoet generate a lot of
traffic. One such application could be a class of quick-refleteworked games. An-
other could be some remote control applications. Such higglay-sensitive appli-
cations are not compatible with web-browsing or with mosteotapplications. A
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Paris metro scheme would divide the network into two parakgworks, one be-
ing expensive per byte and having a relatively small capgitie other being cheap
and having most of the capacity of the original network. Reseaof the negligible
amount of traffic that these delay-sensitive applicatiogisegate, they have essen-
tially no impact on the other applications. Accordinglystacheme generates addi-
tional revenues from the new applications with no loss oéneie from the others.
The increase in revenue depends on the demand for the neivadjgpis.

Conclusions

The Paris metro pricing scheme provides quality of servicediecting the prices
so that the applications automatically find a network withilization that results in
suitable performance measures. A more expensive netwark l@aver utilization
and, accordingly, lower delays and more throughput for edéts connections. It
may be possible to adjust prices to guarantee that the pesfose measures remain
adequate for the applications even if the demand incred$esadvantage of the
approach is that the technologies of the two parallel nétsvare identical. The
users choose which network to use and the routers and switicheot differentiate
packets. This approach contrasts with the a standard ingpitations of quality
of service where routers and switches use different schregluliles for different
classes of packets.

A variation of the implementation of this scheme is to haversisnark packets
as type 1 or type 2 and charge them differently for the two sype this variation,
the routers can serve the packets of type 1 with high pri@nitgt those of type 2
with low priority. The technology for such differentiatedrsice is deployed in the
routers (it is called DiffServ). However, this technologytypically not used for
end-users.

Why is a Paris metro scheme not implemented today? We hawetlsaeit has
the potential to increase operator revenues and to enablaepyications for which
there is probably a demand. One possible reason is that fflerimentation of such
a scheme requires agreements between network operatarstabaneaning and
pricing of the service types. Moreover, transport prowdeust agree on how to
share the revenue. Finally, there is uncertainty aboutdldéianal revenue that the
new service would generate.

3.2 Pricing of Services

WiMAX is a wireless cellular broadband access technologydmables the operator
to define multiple services, from guaranteed bit rate to bféstt. How much more
should the operator charge for a guaranteed 1Mbps sendceftit a best effort
service? In this section, we explain that pricing of sersisecomplicated but has a
substantial impact on user satisfaction and on operatente.
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The interaction of a few effects make network pricing diéfier and more com-
plicated than pricing other goods and services:

(1) Customers vary in their valuation of services and prexgdnay want to offer
multiple services to capture that diversity;

(2) Congestion changes the quality of services as more pewgl them;

(3) Heterogeneity in valuations makes congestion extiiggmhsymmetric;

(4) Service providers compete for customers.

Other products or services have some of the above effedtagbuyorks have all
of them interacting. For instance, there is a considerételature on effect (1) that
studies how to create versions of a product to ensure thhtdrgl consumers buy
the deluxe version and low-end consumers buy the basicoveidie explore effect
(2) in Section 3.2.1 where we demonstrate that, because afabative externality
of congestion, selfish users tend to over-consume. In SE@H2 we show that con-
gestion pricing cainternalizethe externality. That is, congestion pricing can make
the selfish agent pay for the cost his usage imposes on otkatsagnd force him
to behave in a way that is socially optimal. Section 3.218stlates that effect when
users can choose when they use the network. In Section 3e2e4plore the pricing
of different services. When effects (1)-(2)-(3) are conelinthe quality of the dif-
ferent services changes as a function of consumer choitéshalso depend on the
quality of the services. We explore that combination in ogcdssion of the Paris
metro pricing scheme. We show that when effect (4) is inaliytiee resulting pric-
ing game may not have a pure-strategy Nash Equilibrium (aegirthat we review
in that section). Finally, in Section 3.2.5 we study bandtviauctions where users
compete for acquiring transmission capacity. The text fift§rs a comprehensive
discussion of pricing of network services. See also [41]darice presentation of
related recent results on pricing and competition of trangproviders.

3.2.1 Tragedy of the Commons

We expect that agents who are not sensitive to the negatpednof their consump-
tion on the utility of other agents tend to over-consume. B aisimple mathemat-
ical model to illustrate that effect called tkragedy of the commons

The tragedy of the commons refers to the unfortunate inegheiteesult of people
sharing a common good. Following Hardin [16], picture a pesshared by many
herdsmen that keep cattle in it. Each herdsman observekehznefits more than
he loses by adding one head of cattle. Indeed, he then getiséoand sell one more
animal whereas his herd suffers only a fraction of the loss wuthe additional
overgrazing. The inevitable outcome is then that the heetlsedd an excessive
number of animals in the pasture. This story is another el@ofgxternality. Each
herdsman imposes a total externality on the others thateelschis own benefit
increment.
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Model

To cast the tragedy of the commons in a simple model, imagatdtidentical users
share a network and designatexay> 0 the level of activity of usen (n=1,...,N).
Assume that usar derives a utilityU (xn) from using the network but also faces a
disutility x; + - - - + Xy due to the congestion in the network. (We could use more
complicated model of the congestion disutility as a functad the total activity
level, but this simple model suffices for our purpose.) Teaforn € {1,...,N},
usern has a net utility

UXn) — (X4 +XN)-

We assume thai () is an increasing and strictly concave function.
Say that usen chooses his activity leved, to maximize his net utility. In that
case, he chooseg = X wherexis such that)’(X) = 1, as shown in Figure 3.4.

I U@ P

Slope :\n P ) ZT\SeIﬂsh

Social planner

S I B w ......
- N

x* T

Fig. 3.4 Selfish users choosewhereas the socially optimal choicexs

The net utility of each user is thé®, ;= U (X) — NX.

Since all the users are symmetric, one expects the sociadalzctivity levels to
be identical. If all the users agree to choose the same tydtviel x* that maximizes
U (x) — Nx, thenU’(x*) = N and each user’s net utility Rs := U (x*) — Nx* (see
Figure 3.4). We see thaelfish users over-consurhecause they are not penalized
fully for the externality of their consumption.

Theprice of anarchy(a concept introduced in [24]; see also [45], [22] and [1]),
defined as the ratio of the maximum social welfare over thhtezed by selfish
users, is

Rs U(X")—Nx
TR UR N

The price of anarchy is unbounded in this model. For a gNeane can find a

functionU so thatrris as large as one wants.
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3.2.2 Congestion Pricing

Selfish users overconsume because they do not fully pay thtetleat their con-
sumption imposes on other users. To correct the situatinagine that each user
has to pay an explicit cost equalpo= (N — 1)x when his activity level ix.

The net utility of usen is now

U(Xn) — (X214 +xn) — (N— 1),

To maximize the net utility, usarselects an activity leved, = x*, which is socially
optimal. The costN — 1)x, is the congestion cost that useimposes on the others
by choosing an activity leved,. Indeed, each of th — 1 other users sees an addi-
tional congestion cost equal ¥ because of the activity of usar This congestion
priceinternalizesthe externality.

Note that the choicg, = x* is socially optimal in that it maximizes the net utility
U(Xn) — (X1 +--- +xn) of each usen. This is the utility without subtracting the
price p that every user pays.

For a discussion of congestion pricing in the Internet, 8 [

3.2.3 When to Use the Network?

Instead of choosing their activity level, assume that useag choose when to use
the network, say during the day. Following [30], we model pheblem as follows.
There is a large population of users who can choose when tihesetwork among
T+ 1 periods{0,1,...,T} where period 0 means not using the network at all. The
users belong t\ different classes characterized by their dislike for tidogss The
quantityg measures the disutility of slaotfor users of class. In particular,gg is
the disutility for a user of class of not using the network.

Designate by the number of users of classhat use the network during time
slott. The utility to some user of clagswho uses the network in periads

u=up—[gf'+d(N)1{t >0} + p],t=0,1,.... T

whereug is the maximum utility for using the network = 5, %, d(N\;) is a con-
gestion delay of periotd andp is the price that users are charged for using petiod
In this expressiond(.) is a given increasing strictly convex differentiable fuont
Note that there is no congestion cost for time slot O as tha it > 0} is equal
to zero whert = 0 and to 1 wher > 0. By conventionpg = 0. We then have the
following result.

Theorem 3.1.Assume that each user is a negligible fraction of the pojiadf
users in each time slot that is used. Assume also that

p=Nd(N),t=1,...,T.



3 Economic Models of Communication Networks 67

Then selfish users choose the socially optimal time sl@s,the time slots that
maximizes the total utility Nu-V (x) where

T N

V(%) 1=t;[n;><t”gt”+ Ned(Ne) 1{t > O}.

Note that the price {is the incremental total disutility per increase of one uger
time slot t since each of the Nsers faces an increase in disutility equal {oM).
This price does not depend on the preferenggsuiich is fortunate for otherwise
the scheme would not be implementable.

Proof. Selfish users choose the time slots that offer the smallsstility. Thus,
at equilibrium, the disutility of all the slots is the same fouser of clas#, thus
reaching what is called a Wardrop equilibrium [52]. Desigriay A, that disutility.
Accordingly, we have

o +d(N)L{t >0} + p=Anfort € {0,..., T}andne {1,...,N}.  (3.1)
The social optimization problem is as follows:
Minimize V (x)

T
Subject tonxt” =x"forn=1,...,N
t=

wherex" is the total population of class

The problem is convex, so that the following KKT conditiorsacacterize the
solution. There are some constahisuch that the partial derivative with respect to
X' of

N T
Lx,A) =V = 3 MLy § =X
=1 =
is equal to zero for ath andt.

That condition states that the Lagrangian is stationaryudderstand why the
condition is necessary, note that, if the derivative 0f) with respect to' is smaller
than that with respect tel, then one could decrea®€éx) by slightly increasingd’
and decreasing] by the same amount. Consequentlyifs optimal, the derivatives
of V (x) with respect tog' must have the same value, sy for all t. It follows that
the derivative oL (x;,A) must be equal to zero for somg. The sufficiency of the
conditions results from the convexity that implies the wainess of the optimal.
(See e.g., [7] or [8] for a presentation of the theory of corwgtimization.)

Now observe that the conditions (3.1) that characterizadifesh choices of the
users imply that the KKT conditions are satisfied. To seg tioge that

N

d
@L(Xu/\) =g +d(N)+ 5 x'd'(N) = An =g +d(Ne) + pr = An =0,
n=1
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by (3.1).

This result shows once again thaternalizing the externalityf each user’s
choice leads selfish users to make socially optimal choices.

For a study of pricing with asymmetric information betweeeiuand provider,
see [35].

Congestion Game

In our example, users choose which network to use and thgy udfl a network
depends on how many users also select it. This situation articplar case of a
congestion gam@44]. In a congestion game, there is a gebf resources and a
numberN of users. Each useérselects a sefy C A of resources so that there are
nj = SN, 1{j € A} users of resourcg for j € A. The utility of useri is then

U= > gj(nj).
JEA
That is, user derives some additive utility for each of the resources les asid the
utility of a resource is a function of the number of users eftbsource. We assume
that eaclyj(n) is positive, strictly convex and decreasingin

We explain that these games have a nice structural progerach user tries to
increase his utility, he increases a global function of thecation. That function is
called thepotentialof the game; it is concave in this case. Thus, as users actdg|fi
they increase the potential that then converges to its maxinvhich corresponds
to the unique Nash equilibrium for the game. By definitioneaaf strategies for
the users is &Nash equilibriumwhen no user benefits from changing his strategy
unilaterally (see e.g., [14]).

Assume that usarchanges his selection froA to Al and that the other users
do not change their selection. Designatewbyhe new utility of useii and byn’
the number of users of resour¢eunder the new selection. L& = A \ A’ and
Ci = A\ Ai. Observe thah; = n/j —1forjeC andn’j =nj—1for j e B;. Also,
nj = n’j for j ¢ B;UGC,. Finally, let

@:= 3 fj(nj) with fj(n) := kzogj(k)
] —

and let¢’ be the value that corresponds to the new selection. Then ¢t

gj(n;), for j € Bi
fi(nj) — fj(n}) = ¢ —gj(r}), for j € G
0, for j ¢ BiUG,.

Consequently,
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u—u= % gj(n)— Y gj(n) = gj(nj)—;gi(”ﬂ
JEBi JeGi

j€A jeN

=Y [fi(ny) = fj(M)] = o—¢.
J

This calculation shows that if usechanges his selection to increase its utility
he also increases the value@fThus, a congestion game is a potential game in that
it has a potential. The converse is also true: potential geame congestion games
[34].

Thus, as the users selfishly modify their selection to ireeetaeir utility, the
value of g increases to its maximum. Once the selectidnachieve the maximum
value of@, no change in selection by a user would increase his uttiymsequently,
thenatural dynamic®f the game converge to the Nash equilibrium (which may not
be the social optimum).

3.2.4 Service Differentiation

Coming back to the Paris metro model, assume that you haviedmse between
first and second class before you get to the metro and thatgimuot change when
you get there. This assumption is certainly contrived foreirmsince you see the
occupancy of the different classes when you get to the tkéomever, the assump-
tion might be reasonable for selecting a service class imanmanication network.
Thinking that the second class might be very crowded, yotesmgted to buy a first
class ticket. However, if the price difference is small, ight be that most users buy
a first class ticket and end up worse off than in second class fdture trip, you
learn from that mistake and buy a second class ticket. Ifsdlsibehave like you,
you are out of luck again. This is frustrating for the userd probably not in the
interest of the provider. We examine this situation in tlest®n. See [17] for a
related study and a discussion of revenue sharing amon@rieproviders.

One Network

Consider a communication system with a large populatiod akers each charac-
terized by a typé that is an independent random variable uniformly disteblun
[0,1]. A user of typef finds the network connection acceptable if the number of
usersX using the network and the prigeare such that

X

— <1-6Bandp<8#.

2N = p=
In this expression, 12 is the capacity of the network. We usbl because we will
later divide the network into two networks, each with capalii. The interpretation
is that a user with a large value 6fis willing to pay quite a lot for the connection
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but he expects a low utilization for a high quality of serviCenversely, a user with

a small value o does not want to pay much for his connection but is willing to
tolerate high delays. For instance, we can think of users aiarged as users of
VoIP and those with a smafl as web browsers.

We solve the provider revenue maximization problem. Thavesfind the price
p that maximizes the product of the number of users of the méttimes the price
p. Because the utility depends on the utilization and thézatibn depends on the
utility, we have to solve a fixed point problem to find the atlfion that corresponds
to a pricep.

Assume that the network connection priceis (0,1). If the number of users in
the network isX, then a user of typ@ connects if the inequalities above are satisfied,
i.e.,if 8 € [p,1—X/(2N)]. Sinced is uniformly distributed in0, 1], the probability
that a random user connects(ls— X/(2N) — p)*. Accordingly, the numbeX of
users that connect is binomial with mefdn« (1 —X/(2N) — p)*, so that

X X
—~(l-=—-p"

1-55~P
by the law of large numbers, sindeis large. Solving this expression we find that
x:=X/N = (2—2p)/3. The operator can maximize his revenues by choosing the
value ofp that maximizeppx= p(2— 2p)/3. The maximizing price ip=1/2 and
the corresponding value @i is 1/6, which measures the revenue divided\y

Paris Metro

Consider now a Paris metro situation, as discussed in thednttion, where the
operator divides the network into two subnetworks, each Wwélf the capacity of
the original network. That is, there are two networks: netwbwith price p; and
capacityN and network 2 with pric@, and capacitiN. We expect the users to select
one of the two networks, based on the prices and utilizations

To be consistent with the previous model, each of the two odsvis acceptable
for a user of typed if the utilization X of the network is such tha&X/N <1—6
and if the pricep is such thatp < 6. Indeed, the capacity of each networkNsso
that the ratio of the number of users to the capacity if instead ofX/(2N) in
the previous model. This ratio determines the quality ofiserin the network. A
user joins an acceptable network if any. Moreover, he ctotheecheapest network
if both are acceptable. Finally, if both networks are acaklg and have the same
price, a user joins the one with the smallest utilizatiorese it offers a marginally
better quality of service.

We determine the pricgs andp; that maximize the revenue of the operator. We
then compare the maximum revenue to the revenue in a singlere Our analysis
shows that the Paris metro scheme increases the revenweagdehator by 35%. To
perform the analysis, we consider separately the gasesp; andp; = pa.

First assume thagi, < p;. If the numbers of users in the two networks Afend
X, respectively, then a user of tyfechooses network 2 X, /N < 1— 6 andp, <
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0. The probability thaB falls betweerp, and 1— X;/N is then(1— Xo/N — p2)*.
Arguing as in the case of a single network in the previous@ecive conclude that
Xz := X2 /N is given by
1
=51-p). (32)

A user of typef selects network 1 iK;/N <1—0,p; < 6, andXy/N >1—6.
Arguing as before, we find thag := X; /N is such that

X1 = (1— X1 — max{ P1, 1- Xz})Jr
Substituting the value of, and solving forx;, we find

Dl 1- Dz}

X1 = m|n{ )

(3.3)

The revenu® x N of the operator is then such that

1-
Dl Dz}+p (l—pz)

= X1Pp1+X2pP2 = Dlmln{
whenp; < p1.

Second, assume that = p1, then a user of typ@ with 6 > p; andX;/N <
1—6,X2/N < 1-— 6 selects the network with the smallest number of users. In tha
casex; = Xp = x and we find that half of the users withe [p;,1—X] join network
1. Consequently, the numbXy of users that join network 1 is such that

Xl 1 X1
N 2(1——— p1)",

and similarly forX,. Consequentlyg; = (1—x; — p1)*/2 and one finds

1-p1

X1 = X2 = 3 (34)
The revenudR x N is then such that
1_
R=2p; 391

whenp, = p1.

Maximizing R over p; and py, we find that the maximum occurs fpi = 7/10
andp, = 4/10 and that the maximum is equal tg4D.

The example shows that the service differentiation witisPaetro pricing in-
creases the revenue fronjélto 9/40, or by 35%.



72 Jean Walrand

Competition

Our previous example shows that two networks with the sampadaty and dif-
ferent prices generate more revenue than a single netwahktwice the capacity.
Now assume that the two networks belong to two competingatpes. Will one
operator settle on a network with high price to attract uséfsgh-quality services
and the other on a network with low price to attract userswElequality services?
We know that this strategy would yield the maximum total rewe However, this
maximum revenue corresponds to the reveRue-= x p; for networki = 1,2 with
Ry =21/200 andR, = 12/100. That is, the low-price network generates more rev-
enue than the high-price network. We then suspect that lmehators would com-
pete to have the low-price network, which might lead to agviar. However, if the
prices become too low, the operators might prefer to rais@tite to serve the users
of high-quality services. We explore this situation in mdegail. In our model, we
find that the operators try to segment the market but tha¢ timery not be prices that
they find satisfactory (no pure Nash equilibrium).

To avoid technical complications that are not essentialjae that the prices
and p, are restricted to multiples of := 1/N for some largeN. This makes the
game finite and guarantees the existence of a best response.

Assume thap; is fixed. If p1 > p2, then using (3.3) we find that

1 1-
Ry = p1x1 = p1min{ 2p17 4p2}. (3.5)
Also, if py = pp, from (3.4) we obtain
1—
Ri=pi= . (3.6)
Finally, if p1 < p2, then
1—
Ri=pi= . (3.7)

These expressions show that there is no pure-strategy Nagslibaum. That is,
there is no pair(ps, p2) from which no operator can deviate without decreasing
its revenue. To see this, assume that p,) is a Nash equilibrium. We claim that
p1 # p2. Indeed, ifp; = p2, then comparing (3.6) and (3.7) shows that operator 1
can increas®,; by replacingp; by p2 — €. This is the price war that we anticipated.
Assume now thap; # po. Comparing (3.5) and (3.7), together with some simple
algebra, shows that the maximizing valueRifis p1 ~ (14 p2)/2 if p» < 1/3.
(More precisely,p; is the multiple ofe closest to(1+ py)/2.) If p2 > 1/2, then
R; is maximized byp; =~ 1/2. Finally, if 1/3 < pp < 1/2, then the value oR; is
maximized ag; = p2 — €.

Figure 3.5 illustrates the best response funciefp,) and the symmetric best
response functiopy(p1) and shows that they do not intersect.

By trying to use the best response to a price of the compgditayperator realizes
that his price should be betweepi3land 1/2. However, there is not pair of prices
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23— '
= )—T
]
1/2— !
7/
13— 4/ ——————— ?

Fig. 3.5 The figure shows the best responses of the two provige(q;) and p1(p2). Since the
best responses do not intersect, the game has no purezgtidish equilibrium.

from which the selfish operators have no incentive to deviaée e.g. [14], [15],
[40], [42], or [37] for an introduction to game theory.

The lesson of this example is that the pricing of servicesdmwgmeting operators
can be quite complex and may not have a satisfactory solufiea situation would
be simpler if the operators could collude and agree to dpdittbtal revenue they
get by charging 4/10 and 7/10. The users would also be betteed by such an
arrangement.

See [1] and [24] for related results on the price of anarctpricing of competi-
tive services.

3.2.5 Auctions

Auctions are an effective technique for eliciting the wifiness to pay of potential
buyers. Instead of having a set price for an item and hopiag dhe buyer will
purchase the item at that price, the auction makes the paltdntyers compete
against one another. We review some standard results oiaieind then apply
them to networks. For a presentation of the theory of austieae [25] and [38].
For related models, see [11], [31] and [32].
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Vickrey Auction

Assume there is one item for sale adcpotential buyers. Each buyee 1,....N
has a private valuation for the item. The rules of th¥ickrey auctiorare that the
highest bidder gets the item and pays the second-highestlége rules are similar
to those of ascending auctions where the last bidder getgetineand pays essen-
tially what the second-highest bidder was willing to payeTemarkable property
of this auction is that the best strategy for each agent isddis true valuation,
independently of the strategies of the other agents. Tadgecbnsider the net util-
ity ui(xi,X_i) (valuation minus payment) of agentvhen he bidsg and the other
agents’ bids are represented by the vegtgr= {Xx;, j #i}. One has

Ui (Xi,X,i) = [Vi —W,i]l{xi > W,i}

wherew_j := max;; Xj is the highest bid of the other agents. Note that this func-
tion is maximized byx = v;. Indeed, ifv; > w_j, then the value fox; = v; is the
maximumy; —w_j. Also, if v; < w_j, then the maximum value is 0 and it is also
achieved byx; = vi. We say that this auction iscentive-compatibl®ecause it is

in the best interest of each agent to bid truthfully. Note ththe agents bid their
true valuation, then the item goes to the agent who valuéitrtost. In that case,
the allocation of the item maximizes the social welfare, rfias the sum of the
utilities that the agents derive by getting the item. Onlg agent gets the item, so
the social welfare is the valuation of the item by that ag8et [50].

Generalized Vickrey Auction

Consider the following generalization of the Vickrey aoat{33]. There is a seh

of items andN agents. Each agenthas a private valuatiow (S) for each subset
Sof A. Fori=1,...,N, agenti announces a valuatidn(S) for every subses of

A. The auctioneer then allocates disjoint subgetsf A to the agents=1,...,N

to maximize the suny; bj(A;) of the declared valuations, over all possible choices
of such disjoint subsets. Agenhas to pay a price; for his subset. The price

pi is the reduction in the declared valuation of the other ageatised by ageils
participation in the auction. That is, if agémtid not bid, then agenjtwould receive

a subseBij and the total valuation of the agents other thavould bey ;_; b (Bij)
instead ofy ;. bj(A;). The reduction in valuation is then

pi = ;bj(Bﬂ)—;bj(Aj)-

Thus,p; is the externality of agerton the other agents.

The claim is that each agent should bid his true valuationth®subsets. More
precisely, that strategy dominates all other strateg@matter what the other agents
bid. To see this, first note that if agertidsv;(.) his net payoff is
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a=Vi(A) - ;[bj(Bij)_bj(Aj)]-

J#I

Also, if agenti bidshi(.) the allocations ar¢A;} and agent's net payoff is

B=Vi(A) - ;[bj(Bij)_bJ(A/j)]-

IEAl

(Note that theB‘J- are the same in both cases since they do not invdvad.) The
difference is

a—p= [Vi('%)Jr;bj(Aj)]— [Vi(N)ﬂL;bJ(A’j)] >0

since theA;’s maximize the first sum.

Thus, this auction mechanism is incentive-compatible.hEaser should bid
truthfully. Consequently, the allocation maximizes theiabwelfare. The number
of partitions of a set witiM elements intdN < M subsets is exponential M. Ac-
cordingly, the calculation of the optimal allocation andtbé prices is generally
numerically complex. However, if the problem has some &t structure, then
the solution may in fact be quite tractable, as the nexteediustrates.

Bidding for QoS

The mechanism we describe here is described in [47]. Carssidetwork that offers

C classes of service characterized by a different bit ratepatd be implemented

in WIMAX, for instance. Say that class can acceph. connections and offers a
bit rater(c) with r(1) > r(2) > --- > r(C) > 0. There ard\ users that compete for
access using an auction mechanism. Each iusas a valuatiow;(r) for rater
{r(2),...,r(C)}, wherev;(r) is strictly increasing irr. Useri declares a valuation
bi(r) for the possible rates The network operator allocates the service classes to
the users so as to maximize the sum of the declared valuafibissum is

V= ibi (c(i))

wherec(i) is the class of service of userlf useri were not present, then usgr
would receive the service clasgj) instead ofc(j). The price that usarhas to pay

IS
pi = J;bj(d(j)) —;bj (c(i))-

In this level of generality, the problem is numerically harét us assume that
vi(r) = vif(r) andbi(r) = bjf(r) wheref(r) is an increasing function. Uséde-
clares a coefficient valulg that may not be correct. In this case the allocation that
maximizesV is as follows. Assume without loss of generality that> b, > --- >



76 Jean Walrand

bn. The operator allocates the first class to the firstisers, the second class to
the nextn, users, and so on. To see why this allocation maximizesonsider an
allocation where two useisand j with i < j are such that(j) < c(i). Modify the
allocation by interchanging the classes of the two usersinigef; := f(r(c(i)), we
see that the suM then increases bly f; + b fi — bj fi — b f; > 0. Note that if user

i were not bidding, then some usgrwould move from class(i) +1=:d+1to
classc(i) = d and see his declared utility increaselipyfq — bj, fg+1. Also, some
user j, would move from classl 4 2 to classd + 1, and so on. Consequently, the
externality of user is

Pi= bjlfari-1— fasul-
k>1

Bandwidth Auction

We describe a mechanism introduced in [54] that the authalisacVCG-Kelly
Mechanism See also [22], [31], [32] and [46] for related ideas. An @per has
a link with capacityC that she wants to divide up among a seNatfisers. The goal
of the operator is to maximize the sum of the utilities of tleens. For instance,
the link could be owned by a city that wants to use it to imprihewelfare of its
citizens. The difficulty is that the operator does not knoevtility of the users and
that they may declare incorrect utilities to try to bias theacity allocation in their
favor.

Each useii has utility ui(x;) when he gets allocated the rate Here, ui(-) is
an increasing strictly convex function. Thus, the goal @& tiperator is to find the
allocationsx; that solve the following social welfare maximization preioi:

Maximizez ui(x)

overxy,...,Xn (3.8)
subjecttox; +---+xn < C.

The auction rules are as follows. Each uisbidsb; > 0. The operator then im-
plements a Vickrey mechanism assuming that the utility ef uss bjlog(x ). The
claim is that the unique Nash equilibrium solves proble8)3Thus, remarkably,
the users do not have to reveal their actual utility functmthe operator.

More precisely, the operator selects the allocatigrs x* that solve the follow-
ing problem:

N
maximize $ bjlog(x;)
I; 1 |

overxs,..., XN
subject tox; + -+ +xn < C.
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The problem being convex, we know thétis the solution of the first order KKT

conditions:
1

bi—=A,i=1...N,
X
for someA > 0. Consequently, sincg; x° = C, one finds
f_ b
Xi = CEI,

with B =b; + - -- 4 by, so that the users get a rate proportional to their bid.

To calculate the pricg;, the operator performs the same optimization problem,
assuming thatt does not bid. Designate Hi., j # i} the solution of that problem.
Then the pricep; is given by

pi = ;b, Iog ;b, Iog

When user is not bidding, the allocations are

. b:
i J
X] CB—bi'
Consequently, we find
pi = ;b, |09 —|09( B )]—J IbJ |09(ﬂ)
B
= (B=bi)log(5—)-
Thus, the net utility of useris
C B
ux) b= u( G - @ blogl 5 )
. Ch _ Bi + by
Ul(m)—Bllog( B )

whereB; := B — b; does not depend dn. Accordingly, to maximize his net utility,
useri choosed; so that the derivative of the expression above with resjpdgtis

zero. Thatis,
Ch.C Ch B—b;

Ul(B)[E—g] B =0,

,Ch, B

U5 =z =

This shows that the bids and the resulting allocation$ = Ch; /B satisfy the KKT
conditions of problem (3.8).
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For other mechanisms of bandwidth auction, see [27], [28],[[19], [20], and
[21].

3.3 Investment Incentives

As we explained in the introduction, if investments of agdmve a positive exter-
nality on the revenue of the other agents, then one may espawfree-riding That
is, each agent ends up investing less than socially optietdlse he relies on the
investments of the other agents. We explain that effectmplsi models in section
3.3.1. We then illustrate the effect in a model of networktredity in section 3.3.2.
We conclude the section with a discussion of free-ridingeicusity investment.

3.3.1 Free Riding

If your neighbor paints his house, your house value typjagdles up as the neigh-
borhood becomes generally more attractive. This effect radyice your incentive
to paint your own house. This situation is an example of fidieg. We start with
a simple model borrowed from [48] that illustrates the fregng effect. We then
explore a model of joint investments by content and trartgpowiders.

lllustrative Example

Assume that two agents jointly invest in a production. Agkeimvestsx and agent
2 investsy; the resulting revenue g(ax+ by) for each of the agent wherg-) is a
strictly concave increasing function anda < b. The profits of agents 1 and 2 are

g(ax+ by) — xandg(ax+ by) —v,

respectively. Acting selfishly, each agent tries to maxeis profit. Thus, gives,
agent 1 choosesso that the derivative of his profit with respectxdtis equal to zero
if that occurs for some& > 0 and chooses = 0 otherwise. That is, agent 1 chooses
x such that

ad(ax+by) =1,

or ax-+by= Awhereg'(A) = 1/a, if that x is positive. Thusx = [A/a— (b/a)y] .
Similarly, we find that, giverx, agent 2 choosgs= [B/b— (a/b)x]* whereg'(B) =
1/b. Figure 3.6 shows these best response functions. As the Bhorvs, the unique
intersection of the best response functiong\s= 0,yn = B/b, which is then the
unique pure-strategy Nash equilibrium. Note that this eafy maximizes

g(by) —y.
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\y x = Ala - (b/a)y
B/b ¢ NE
y = B/b - (a/b)x
Alb l(
AQa B/a X

Fig. 3.6 The best response functions intersect at the unique pategy Nash equilibrium
(0,B/b).

In this example, agent 1 free-rides on the investment of 8@ &y not investing at
all and yet collecting a profit. As you probably suspect, ¢helsoices of the agents
are not socially optimal. We explore that aspect of the gaexé n
Consider the sum of the profits of the two agentssthaal welfareof this model.
This sumis
W = 2g(ax+by) —x—V.

Imagine asocial optimizerwho choosex = x* andy = y* to maximizeW. To
maximizeax+ by for a given value ok+y, one must choose= 0 becausa < b.
Accordingly, the social optimizer must find the valueydhat maximizes

2g(by) .

Thus, whereas the Nash equilibrium is the valug tifat maximizegy(by) —y, the
social optimal maximizesdby) —y. That is, in the social optimization, agent 2
knows that his investment contributes to the utility of agkemhereas in the Nash
equilibrium agent 2 ignores that effect. Figure 3.7 illagts the results. As the figure

2y,

2g(by)

+ Maximum social welfare

..... Social welfare under NE

>

Fig. 3.7 The social welfare under the Nash equilibrium and its maxmvalue.
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suggests, one can find a functigft) for which the ratio between the maximum
social welfare and that achieved by a Nash equilibrium isiegelas one wishes.

Cobb-Douglas Example

Assume a content provid€ investsc and a transport provider investst. As
a result of these investments, there is demand for the nkteenvices and that
demand generates revenues@andT. Assume that

Rec = ct™" —candRy = c'tW —t.

Inthese expressiongw > 0 andv+w < 1. The traffic in the network is proportional
toc'tV, a function that is increasing and concave in the investm@ihiat expression,
called a Cobb-Douglas function, is commonly used to modejdnt production by
labor and capital investments [9]. Rz, the first term is the revenue generated by the
traffic on the web site and the temis theopportunity costhatC loses by investing
in the network instead of in some other productive activitye termRt admits an
interpretation similar to that dRc. One could make the model more general, but
this would only complicate notation.

Being selfishC chooseg to maximizeR: andT choose$ to maximizeRr. That
is, for a givert, C chooseg so that the derivative d®c with respect ta is equal to
zero. This gives

ve Y =1, orc= (vt*)/1-V),

Similarly,
t = (we')Y/@-W),
The Nash equilibrium is the intersection of these two bespoase functions. One

finds

(17W)/AWW/A (17v)/AVv/A

c=V andt =w

whereA = 1—v—w. The resulting revenud®: andRr are
Re = (1— v)VW/2W"4 andRr = (1 — w)w¥/Av/4.
In particular, the sum of the revenues is
Rc+Rr = [2—v—wv/Aw"/4,

Now assume tha andT are in fact the same operator that can chaosedt to
maximizeRr + R, i.e., to maximize

2t —c—t.
Setting the derivatives with respectd@andt equal to zero, we find

ve W =1and 2wtV 1 = 1.
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Solving these equations we get

ct = 21/AV(17W)/AWW/A andt* = 21/AW(17V)/AVV/A7

with
A=1—-v—w,

which corresponds to the sum of revenues
R:+ Ry = 2Y/AA0/A WA,
Consequently, the price of anarchy of free-ridimg given by

L i 2144
- Re+Rr [1+4]

For instancejtis equal to 77 for A = 0.3 and to 132 for A = 0.8. We can also
compare the investments 6fand T under the socially optimal and the Nash equi-
librium.
¢t s
c t
For instance, this ratio is equal to 10 #6r= 0.3 and to 24 for A = 0.8.
As we expected, free-riding reduces the investments ansiitial welfare.

3.3.2 Network Neutrality

In today’s Internet, a user or content provider pays thespart provider to which
he is directly attached. For instance, if a content provities attached to transport
providerS, thenC paysSa cost that depends on the rate of the traffic aends
to S. However, to reach the end users@$ content, the traffic fronC has to go
through the Internet Service Provider (ISP) of those usgnsuld ISPs be allowed
to chargeC for transporting that traffic? The ISPs argue that they neeidvtest
in their network to improve the delivery of the content andtt@ would benefit
from those improvements. On the other ha@drgues that the additional charges
would reduce his incentive to invest in new content, whiclulddwurt the transport
providers’ revenue. Thus, the question is whethereatral networkwhere such
charges are not allowed increases or reduces the revenwateint and transport
providers and the demand for network services.

The question is important as neutrality regulation wouldeha substantial im-
pact on investment incentives and on the future of Inte@bviously, the answers
depend on the assumptions made implicitly or explicitlyhia imodel. It is certainly
irresponsible to claim definite conclusions about such grontant question based
on cavalier models. That is not our pretention here. Rathernvant only to give a
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sense of how one can approach the question. We discuss adgtuelpped in [36].
For a background on network neutrality, see [12], [13] arf].[5

Model

Our model focuses on the impact on investments and revefaéslitional charges
paid by content providers to ISPs. Accordingly, the modkisirated in Figure 3.8
includes a content provid€® — that gets revenue from advertiséxs- and users
U attached to ISH . The payments in the model are normalized per click on spon-

Investmentgr---=<wweew .
Ao T >t
A a /;\ q /;\ p y
per cIickU per click U per click
Advertisers Content ISP Residential
Provider Users

Fig. 3.8 Model to study the impact of neutrality.

sored advertisement. Advertisers fagyer click to the content provider. The content
provider payg] and users pay to the ISP, also per click on sponsored advertise-
ment. Of courseC paysT based on the traffic rate, but that rate is roughly pro-
portional to that of clicks on ads. Als®, gets revenue roughly in proportion to the
number of users interested in content, and therefore rguigiproportion to the rate

of clicks on ads.

In our model,C investsc and T investst. The demand for network services
increases with the richness of content and the ability ohtevork to transport it.
Thus, the rate of clicks on sponsored ads increasesadhdt and it decreases
with p as fewer users are willing to pay a higher connection feedbiaesponds to
a higher value of the pricp normalized per click on sponsored ads. We model the
rate as

B=ctVe P

where, as in the last example of section 3.8,%,> 0 with v+w < 1. Accordingly,
the revenud: of C ad the revenuBt of T are given as follows:

Rc = (a—q)B—acandRy = (g+ p)B— Bt.

In these expressiong,andf are positive numbers that model the opportunity costs
of the providers.

We consider that, because of different time scales of invest, T first selects
(t,p,q) andC then chooses. Moreover, in a neutral networtgz= 0 whereas in a
non-neutral networlg can take any value. A positive valuegis a payment fron©
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to T. However, we allovg to be negative, which corresponds to a transfer of revenue
fromT to C.

The analysis then proceeds as follows. In the non-neuttalark, assume that
(t, p,q) are fixed byT. ThenC finds the value(t, p,q) that maximizesRc. Antic-
ipating this best response B ISP T replace< by c(t, p,q) in the expression for
Rt and then optimizes ovet, p,q). Designate by(ci,t1, p1,01,Re1, Rr1,B1) the
resulting values for the non-neutral network. In the nduteawork, the approach is
identical, except thafj = 0. Designate by(co, to, Po, do, Rco, Rro, Bo) the resulting
values for the neutral network.

After some algebra, one finds the following results:

Po=pP1+ad=2all-v)

Jr=a—Vv

Roo _ % _ (@)@ w/a-v-wev-a)/avw)
Rei & v

Rro_to_Bo_ @yavwgv-a/avw
Rr1 t1 Bp \% '

Figure 3.9 illustrates those ratios wheg- 0.5 andw = 0.3, as a function o&. As
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Fig. 3.9 Ratios of investments, revenues, and user demand (neotmabeutral) as a function of
a

this example shows, the neutral regime is never favorabléh® ISP and it is fa-
vorable for the content provider only when the amoartiat it can charge to the
advertisers is neither large nor small. Wheeis small, the non-neutral regime is
better for the content provider because it enables the I9Rydim for generating
content. Specificallygs = a— v < 0 whena < v. Whena is large, the non-neutral
regime is preferable t6 because he can provide revenues that uses them to im-
prove the network. The results are similar when there aréipheicontent providers
and ISPs [36].
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3.3.3 Economics of Security

Many researchers agree that the main bottleneck to a setieraét is not the ab-
sence of cryptographic tools or key distribution mechasisRather, they point to
the lack of proper incentives for users. For instance, mestal of service attacks
come from many computers that were not properly patchedsieepit intrusion. The
users of those computers do not see the external cost ofléle&iof security and,
accordingly, they do not bother to install the appropriasity software. Another
example is the lack of encryption of private information apiops or hard drives
that can be easily stolen. The users of those devices do detstand the potential
cost of their lack of basic precaution. See [5] for a survethege issues. In this sec-
tion, we explain one study of security investment and shatftiee-riding explains
the sub-optimal investments. The discussion is borronaa {29].

Model

Consider a set dfl users of computers attached to the network. Designasg the
investment in security by userWe model the utility of useirby ug — ui(x) where

U(x) = ai(Y ajixj) +X
J

is thesecurity cosbf useri. In this expressiongji > 0 measures the impact of user
j’s investment on user's security andy;(-) is a positive convex decreasing func-
tion. Thus, as userinvests more in security measures, such as purchasingsseftw
and configuring it on his system, he faces an increased dicesttbut he reduces
his probability of being vulnerable to an attack and alsoprabability that other
users will be attacked. The impact of ugér investment on usdardepends on the
likelihood that a virus would go from usgis computer to usei's of the likelihood
that useii’s confidential information can be stolen from ug&rcomputer.

Given the positive externality, one expects a free-ridiffgat. We study that
effect. Designate by* the vector of efforts that minimizes the social co$ty (x).
Let alsox be a Nash equilibrium where each user minimizes his indalidacurity
cost. We are interested in characterizing the ratighere

i Ui(X)

LS
This ratio quantifies the price of anarchy , which is the fadip which the cost
to society increases because of the selfish behavior of.udéwte that this ratio

differs from that of the utilities, which we designated gomsly by 71.) One has the
following result [29].

Theorem 3.2.The ratiop satisfies
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ai
p<max{l+y L}
] iz Gii

Moreover, the bound is tight.

As a first illustration, assume that; = 1 for all i, j. Assume also thaii(z) =
[1—(1—¢€)Z" foralli where O< € < 1. In this case, we find thait(x) = [1— (1—
€)Xy +...+xn)]" +x, for alli. For any choice ofx;, j # i}, the functionu;(x)
is increasing irx;. Consequently, the unique Nash equilibriumxis 0, which is an
extreme form of free-riding. The total security cost undettNash equilibrium is
uz(0) 4+ --- +nn(0) = N. By symmetry, the value* of x that minimizesu;(x) +
.-+ nn(x) is such thas = v/N wherev minimizesN[1— (1 — g)v]t +v. That
value ofvisv =1 and it corresponds to the total security cost approximaglal
to 1. The price of anarchy in this exampleNs'1 = N which is the value of the
upper bound fop in the theorem.

As a second illustration, consider a network witht- 1 identical nodes with
N even andgi(v) = deV for all i. We assumeé\ & > 1 to avoid cases where the
optimal investmentis zero. To simplify the algebra, piettireN + 1 nodes arranged
consecutively and regularly on a large circle anddgt= BYG-1) whered(i, j) is
the minimum number of hops betweeand j. Theny;.;aj = 2(8 +B2+-+
BN/2) = 2(B — BN/2t1) /(1— B). Assuming tha™N/2 < 1, one finds that the upper
bound isp < (14 )/(1— ) =: y. At the social optimal, by symmetry, one has
X = zwherez minimizes

N&exp{—Az(1+2B+2B%+--+2B"/2)} + Nz~ NSexp{—Ayz} + Nz
Hencez= (1/(Ay))log(Ayd). The resulting total security cost is
N(Ay)~*(1+log(Ayd)).
On the other hand, at the Nash equilibrium, each user sedetcisninimize

6exp{—)\>q —A zajin}—i-Xi.
J#

Consequently; = uwhere—A dexp{—Ayu} +1=0.Hencex = (1/(Ay))log(Ad).
This result shows that free-riding reduces the investmeiseicurity from the so-
cially optimal value. At the Nash equilibrium, the total seity cost is

Noe "W+ Nu= N+ﬁ

2 Ty log(Ad).
The ratio of the costs in this example is
y+log(Ad)

P = T og(y) +10gA 0)’
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For numerical values, say thatd ~ 1. Then Figure 3.10 illustrates the price of
anarchy as a function @8. As the graph confirms, the price of anarchy increases
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Fig. 3.10 The price of anarchy in security investments as a functigf. of

with B because users have more impact on each other.

3.4 Conclusions

The main point of this tutorial is that the economic and textbgy layers of a com-
munication network interact in a complex way. Accordingty,understand their
combined behavior, we must study these two layers jointhg design of protocols
affects not only the technology layer that determines thitopmance of the network
under given operating conditions. It also affects the ojegaonditions by impact-
ing the economic layer: the incentives for providers to gtwe that technology and
for users to use the network and the choices they make.

Our focus is the activity of users and the investments of iplerg. We stayed
away from situations where users cheat with the rules ofopas to gain some
strategic advantage. A recurrent theme is the exterralitieactions of users and
providers. These externalities result in selfish behaviat is not socially optimal.
We characterized the social cost of selfish behavior (theef anarchy) because
of excessive usage or insufficient investments. We explamadnber of schemes to
entice selfish agents to align their behavior with the irteoésociety. For instance,
we discussed congestion pricing and Vickrey auctions. Inamalysis, we used
simple ideas from game theory and convex optimization. Nfoportantly, we were
inspired by concepts from economics.

We used the Paris metro scheme to illustrate the inter-dkgray of utilization
and performance. In the introduction, we considered an pli@where the provider
can double his revenue by using such a scheme. RemarkabBatis metro scheme
does not require any QoS mechanism; only splitting the niktwdo two identical
networks, each with half the capacity of the original netaand both with different
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prices. We discussed other situations where such a scherntgmemployed, when
applications are not compatible.

In Section 2, we explored the pricing of services. Our stgrébservation is that
the price should reflect the congestion externality. Otlewall users tend to over-
consume and they suffer from excessive congestion. Wdriliesl that point on
a model where users select when to use the network. We oldséraethe pricing
does not depend on the preferences of users for when to usettherk; that pricing
depends only on the congestion. We then revisited the Patioracheme using a
more general model of user diversity. We examined whetherpxeviders would
end up splitting the market by having one choose a high pricktlae other a low
price. That example illustrated the possibility of the atuseof a pure-strategy Nash
equilibrium. We concluded that section by a discussion ofians applied to service
differentiation.

Section 3 was devoted to investment incentives. After audision of the free-
riding problem where positive externality leads to undsestments, we explored
the delicate question of network neutrality. The conclasid our simple example
is that a good scheme should enable the sharing of revenuesthdts in the best
investment incentives. If content providers are able toegate more revenue than
ISPs, it might be beneficial for the content providers to slsmme of their revenue
with the ISPs, and conversely. We concluded the sectionavittudy of incentives
for investments in network security. The model focused aeremality and the re-
sulting price of anarchy.

We hope that this brief tutorial will motivate you to expldhe economic aspects
of networks further. We believe that we all will benefit if fue network designers
have a deeper appreciation of these issues. These quest®tize subject of an
increasing number of papers in the traditional networkimgrijals. Multiple ses-
sions and special workshops are organized frequently tmexthe economics of
networks.
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