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Abstract

Traditional traffic engineering for communication net-
works assumes that the sources generate traffic with known
statistics. Using simulation and/or analysis, one then stud-
ies the quality of service that the network offers to these
traffic streams.

However, most of thetrafficin the Internet is TCP-based.
TCP, the Transmission Control Protocol, regulates the de-
livery of packets to correct errors and avoid saturating the
destination of the packets or routersinside the network. Ac-
cordingly, the traffic that a TCP source generates is not
specified a priori. Instead, this traffic depends in an es-
sential way on the QoSthat the network provides.

In this paper, we propose a simple model and we use it
to predict the QoSthat a network provides to TCP connec-
tions. The tool can compute the probability that each con-
nection gets at least some given throughput. Conversely, the
tool can be used to design the network to ensure that every
connection gets a given throughput with a specified proba-
bility. Thetool incorporates uncertainties about the load on
the network and about the model.

1 Introduction

Network engineering toolsfor the Internet include measure-
ment systems, simulation packages, and analytical methods
and results. The tools should provide guidelines on how to
expand network capacity, design new networks, introduce
classes of service, provision support for voice over IP (the
Internet Protocol), estimate reliability, and assess the poten-
tial of new technologies.

Existing tools have serious limitations. Measurement
systems are useful to evaluate the performance measures of
an existing network. As such, these systems can be used to
identify bottlenecks and to detect when the network must

be upgraded. The measurement systems can also help track
the evolution of network traffic and performance. However,
it is difficult to extract more general conclusions from mea-
surements. Without additional tools, measurements cannot
predict what would happen after a modification of the net-
work or of its load.

Simulations do not scale and always rely on fairly arbi-
trary models. Often, simulation packages provide an illu-
sion of accuracy and sophistication. Usually, they provided
detailed results based on arbitrary assumptions. Sometimes,
the simulations provide confidence intervals around esti-
mated values. However, these confidence intervals assume
that the assumptions are exact. Of course, smulations are
very useful, necessary in fact, to verify that protocols are
correct and to discover how to improve systems. Using sim-
ulations(e.g., [3]), you can verify that TCPisbiasedinfavor
of connections with a shorter round-trip time and that RED
(Random Early Detection) and ECN (Explicit Congestion
Notification, see[2]) help correct that bias and improve the
utilization of the network links. You can aso verify that
WFQ (Weighted Fair Queuing, see[1]) helps protect classes
of traffic against each other. There are many examples of
useful applications of simulations in network engineering.
However, simulations do not scale to areasonable size. For
instance, NS (see [4]), the network simulator developed at
the Lawrence Berkeley National Laboratory, is one of the
best simulation tool for TCP/IP networks. However, try us-
ing NS to simulate 100 TCP connections that go through a
network with three nodes. You will discover that simula-
tions are painfully slow. Moreover, the smulation results
are difficult to trust. You would need to make a huge num-
ber of simulation experiments while varying the assump-
tions to get a sense of likely performance measures. The
same comments can be made about commercial packages
that usually focus more on giving the user a nice graphical
interface than on simulation efficiency. See[5] for adiscus-
sion of the limitations of simulations of the Internet.



Analysis has had a disappointingly modest impact on
network design. Although an impressive body of work is
available on network performance evaluation, the fraction
of that work that hasinfluenced network engineeringisvery
minute. This lack of impact is explained by the limitations
of analysis. Exact analysis is tractable only for overly sim-
plified models; approximate analysis provides results that
may be difficult to trust. Most often, analysis provides an
important qualitative insight and explains critical aspects of
network operations. Although thisinsight can guide the de-
velopment of new protocols, it is not sufficient to size a net-
work and help its design.

Thus, network engineering tools are sorely needed but
existing tools are inadequate. How can more useful tools be
developed? Useful tools should have the following charac-
teristics:

1. Robust: The tools should provide trustworthy bounds
on the performance measures. These bounds should be
valid for awide range of modeling uncertainties.

2. Fusion: Thetools should be able to incorporate results
from measurements and from simulation experiments.

3. Pro-Active: The tools must be useful for network de-
sign and improvements, not only to analyze an existing
network.

These basic requirements should serve as guidelines on
how the tools should be designed.

The first requirement implies that the objective is not a
detailed performance evaluation for tightly defined mod-
els of users, applications, and protocols. Rather, the ob-
jective is to identify the likely range of performance mea-
sures that correspond to a set of plausible models. If the
set of models can be parameterized in away that makes the
analysistractable for al the parameters, the range of perfor-
mance measures can be determined. However, thisisrarely
the case and the changes typically correspond to different
classes of models that must be analyzed separately. In any
case, the lesson is that detailed results are not important.
Instead, robust bounds on performance measures are more
useful.

The second requirement meansthat the tools must accept
descriptors that can be produced by measurements or sim-
ulation experiments. These descriptors might be bounds on
some performance measures as a function of an operating
point. That is, the tools should be adapted to the observa-
tionsthat can be made with measurements and simulations.

Thethird requirement implies that the tools must be able
to examine different designs, possibly to perform some op-
timization. The tools should be flexible enough to be able
to explore different technol ogies.

The tools themselves should probably involve a combi-
nation of analytical, numerical, and simulation methodol o-

gies. Brute force simulations are ailmost certainly hopeless
to meet the requirements that were identified.

In this paper, we examine one simplified approach to
evaluate the performance of TCP connectionsin a network.
Our approach is motivated by the above requirements. The
approach that we propose is a transaction-level model of
the TCP connections. The model enables approximate an-
alytical evaluations of the performance of the connections.
Also, the model can include results from measurements and
simulations about the dynamics of these connections.

2 TCP Performance

In this section we describe the network-engineering prob-
lem that we want to address. The basic problem is that of
predicting the performance of TCP connections in a net-
work. This problem isimportant because TCP-based appli-
cations generate about 85% of the Internet traffic. The prob-
lem is difficult because of the complex feedback behavior of
TCP. We start with discussion of the TCP applications. We
then propose a model of the network and of its operating
conditions.

2.1 TCP applications

TCP applications consist in random requests for file trans-
fers. At any given time, a random number of connections
share agiven link. The file transfer time is therefore aran-
dom variable. The network should be designed so that these
transfer times are acceptably small. Equivalently, the net-
work should deliver the files at a rate that is commensurate
with the expectations of the users.

A detailed model of the connection process would cap-
ture the dependence of that process on the transmission rate
of the network. That is, if the network is slow, then connec-
tions take longer, which further increases network conges-
tion. However, it can be argued that if the network is slow,
then some users may become frustrated and reduce their
web-browsing activities. In our first model, we simplify this
complicated connection process. We consider that there are
many users and that a fraction of them have TCP connec-
tions that are active. Further, we assume that the users are
active independently of one another and that each user is
active with a relatively small probability. Accordingly, the
number of active users is well approximated by a Poisson
random variable. These assumptionsresult in the following
model.

At some typical time, along path p there are N (p) con-
nections, where N (p) is approximately Poisson with mean
and variance A(p).

Roughly,
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Figure 1. The network.

where Z(p) is Gaussian with mean 0 and variance 1. In
afirst approximation, the random variables Z (1), ..., Z(p)
are independent.

In a TCP model, one has to be explicit about the fact
that the connections are full-duplex. In our first model, we
neglect the traffic of ACKs. Thisapproximation may befine
since the ACK traffic is typically less than 10% of the data
traffic.

2.2 First Modd of the Network

Our first model of the network consists of FCFS routers
and TCP connections (see Figure 1). We know that TCP
starts with a three-way handshake opening of the connec-
tion, followed by a slow-start phase until the source detects
aloss, then TCP moves into a congestion-avoidance phase,
and eventually the connection terminates with one two-way
handshake for each half of the connection. The interactions
of TCP connectionsin routers are complicated. If the router
isdrop-tail, it drops packetswhen it runs out of buffer space.
If it is RED, then the router drops packets randomly with a
probability that depends on the average queue length.

A detailed ssimulation can capture the intricate behavior
of the routers and of the connections. These simulation ex-
periments show that TCP attempts to achieve afair-share of
the network links. The simulations also show that TCP does
not quite succeed. The models should reflect these simula-
tion results. In afirst model, we assume that TCP is ideal
and shares the link bandwidths in a max-min fair way. In
a later model, we examine how the performance measure
change if we take into account the non-ideal behavior of
TCP.

Path p goesthroughaset of linksamong {1, ..., J}. Let
A betheincidence matrix of the graph. That is,

A(p,j) = 1{j € p}.

One can calculate the number L(j) of connectionsalong

link j asfollows:

L(j) = > _ N(p)A(p, j)-

p

We designate by C(j) the transmission rate of link j.
Notethat the model isrich enough to capturethe case where
a given path carries connections from different groups of
users that have distinct access rates. Indeed, to reflect this
situation, one may consider that these different groups be-
long to different pathsthat go through the same links except
for one additional link that models the limitation on the ac-
cessrate.

In our discussion so far we have assumed that we know
the average number of connectionsalong the network paths.
That is, we assume that A(p) is known forp = 1,...,P.
How can the network designer estimate these mean values?

One possible scenario is as follows. The designer knows
the topology of the network or proposes a topology. The
number of users U(r) attached to each router r (say ISP
PoP) is estimated. The traffic pattern can be modeled by
postulating that a fraction R(r,r") of the connections that
are generated by a host attached to router » are with a host
attached to router r'.

The routing algorithm (BGP & OSPF) determines a
mapping from the source/destination pair (r, ') to the path
p. We denote this mapping by p(r, 7). A shortest path al-
gorithm can determine this mapping.

Assume that each user has an active connection with
probability . Then, the average number A(p) of connec-
tions along path p is given by

Alp) = « Z U(r)R(r,r")1{p(r,r") = p}.

3 Analysisof First Model

Oneimportant information for improving the network isthe
identification of the network bottlenecks. A bottleneck isa
link that limits the throughput of connections. More pre-
cisely, alink is a bottleneck if by increasing its transmis-
sion rate one can increase the rate of at least one connec-
tion. A useful refinement of that information is the number
of connections that are limited by that bottleneck and by
how much the bottleneck limits the throughput.

3.1 Min-max Equilibrium

We sketch a procedure for identifying the bottlenecks. In
our first model, we assume that TCP achieves a min-max
sharing of the links. For given numbers of connections
along the paths, we compute the rate R(p) per connec-
tion along path p. This number is obtained by perform-
ing the recursive calculation of the min-max equilibrium
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Figure 2. Network with Connections.

for the network with N (p) connections aong path p, for
p=1,..., P. Wedesignate by

R = &(N,C) )

the min-max vector of raaes R = (R(1),...,R(P)) that
corresponds to the vector of numbers of connections N =
(N(1),...,N(P)) and to the vector of link rates C =
(C(1),...,C(P)).

To clarify our definition of &, consider the example
shownin Figure 2. Thefigureshowstwo links (5, and j5) of
the network with rates C'(j1) = 9 and C(j2) = 10, respec-
tively. The network has other links that are not shown but
that are not bottlenecks. The figure also shows three paths
(p1,p2, and p3) that are used by N(p1) = 6, N(p2) = 2,
and N (p3) = 4 connections, respectively.

In general, a vector of rates (x1, ...,z ) for connec-
tions is a max-min equilibrium if it is feasible for the net-
work and if it is not possible to increase the rate z,, of
one connection without decreasing some other rate that is
smaller than or equal to z,,,. The max-min equilibrium for
this network correspondsto the following rates per path:

R(p1) = 6, R(p2) = 3, R(p3) = 4.

Indeed, 8 connections sharelink j; withrate C(j1) =9,
so that each connection could get athroughput of 9/8if there
were no other bottleneck. Similarly, 10 connections share
link j» with rate C'(j2) = 10, so that each connection could
get athroughput of 1 if there were no other bottleneck. The
max-min alocates a rate of 1 to each connection of paths
p1 and ps and shares equally the spare capacity of link 5,
(equal to 9 - 6 = 3) among the connections of path p.

3.2 First Bottleneck

Assume that all the connections should be treated equally.
That is, thereis no reason to give a preferential treatment to
some connections over others.

Note that the min-max equilibrium is easy to identify.
First compute, for each link, theratio of thelink rate divided
by the number of connections that go through it. The min-
imum of these ratios is achieved by a link that we call the

“first bottleneck”. That ratio determines the rate per con-
nection that goes through the first bottleneck. We call this
rate the “minimum rate.” Allocate that minimum rate to the
connectionsthat go through the first bottleneck and subtract
the rate of these connections from the capacity of the other
links that carry some of these connections. Repeat the pro-
cedure for the network without the first link. Continuing in
this way determines the equilibrium.

Because the numbers of connections are random, so is
the link that is the first bottleneck and so is the minimum
rate. We can determine the probability that a given link is
the first bottleneck. For instance, in the case of the network
of Figure 2, link j; isthefirst bottleneck if

C(j1) < C(j2)
N(p1) + N(p2) ~ N(p1)+ N(ps)’

@)

i.e, if

N(p1)[C(j1)—C(j2)] < N(p2)C(j2)—N(ps)C(j1)- ()

A tool can be built to evaluate this probability, for in-
stance by approximating each N (p) by a Gaussian random
variablewith mean and variance \(p). Thetool can then de-
termine the probabilities {=(j),j = 1,...,J} wheren(j)
is the probability that link j is the first bottleneck. The net-
work designer can then increase the capacity of the most
likely first bottleneck.

Specifically, in the case of the network of Figure 2, the
inequality (2) isequivalentto P(Z > 0) where Z isaGaus-
sian random variable with mean

10A(p1) + A(p2) — 9A(p3)

and variance
100A(p1) + A(p2) + 81A(ps3).

For a concrete example, assume that A(p1) = 30, A(p2) =
40, and A(p3) = 44. Wefind that (3) becomes

P(N(-56,6604) >0) = P(N(0.69,1)<0)

= P(N(0,1) < —0.69) ~ 0.25.
That is, for this example, the bottleneck is j; with probabil-
ity 25% and it is j, otherwise.

One can equalize the probability that each link is a bot-
tleneck as follows. Form (3) we see that if

A(p1)[C (1) — C(j2)] = A(p2)C(j2) — A(p3)C(43),

then each link isabottleneck with equal probabilities. How-
ever, the case of a general network is more complex.



3.3 Rateper Connection

One useful measure of performanceistherate per TCP con-
nection. A numerical tool can evaluate this rate as follows.
Recall from (1) that the rate is some function of the numbers
of connections. If we know the distribution of the number
of connections, we can determine, in principle, the distribu-
tion of therate per connection. Weillustrate the calculations
that the tool must perform for the network of Figure 2. To
simplify the notation, let

r, = N(pz) and R; :R(pi),i =1,2,3;
Ck = C(]k)vk: ]-72
With this notation, the identity (1) can be written as
Ry = min{ , G
T+ T2 T+ T3
R2 _ 01 — JflRl
T2
Ry = M
3

A numerical integration tool can determine the probabil-
ity that these rates are acceptably large. For instance, one
design objective might be that these rates should al be at
least equal to 0.1 (say 0.1Mbps) with a high probability.
For our numerical example, we must evaluate the following
probability:

Since z; + x> and z; + x5 are associated random vari-
ables, this probability islarger than

P(SEl + a2 < 90)P(SE1 + a3 < 100)
— P(N(70,70) < 90)P(N (74, 74) < 100)
— P(N(0,1) < 2.4)P(N(0,1) < 3) ~ 0.99

which may be an acceptabl e design objective.

A numerical tool could perform the cal culation without
using the lower bound. One possible method for doing this
calculation for a large network is by a Monte Carlo simu-
lation. In such a simulation, one first generates a random
vector x of the numbers of connections along the different
paths. One then checks whether the inequalities are satis-
fied. The number of random variables to generate is equal
to the number of paths and the number of inequalities to
verify is equa to the number of links. One can estimate
the number of random vectors to generate as follows. For
a given random vector x,,, let f(x,,) be equal to O if the
inequalities are satisfied and to 1 otherwise. We want to
estimate E f (x,,) by computing

Fo2) + o (%)

n

Standard arguments show that to be within afew percent of
the correct value with probability 95% one has to generate
approximately n = 200/ Ef(x,,) trids. For Ef(x,) =
1%, one has to generate approximately 20, 000 trials. The
complexity of the simulation is linear in the product of the
number of paths times the number of links.

4 Model Uncertainties

Aswe stated at the outset, to be useful atool must be ableto
examine the effect of model uncertainties. In our prototype,
we examine one source of uncertainty: the departure from
fairness of TCP.

4.1 Noteon TCP Bias

Simulations and analysis show that TCP is biased in fa
vor of connections with a shorter round-trip time. For in-
stance, if persistent connections share a single bottleneck,
then the throughput of a connection is roughly inversely
proportional to its propagation time. The bias is reduced
when the routers implement RED (random early drop) and
also when the network implements ECN (explicit conges-
tion notification). Nevertheless, the bias remains signifi-
cant. Versions of TCP that almost eliminate this bias have
been developed. One of these versionsis TCP-Vegas. An-
other method to reduce the biasis to use aform of per flow
gueuing in the routers. These mechanismsare rarely imple-
mented.

The bias of TCP is more difficult to predict in a network
with many bottlenecks. Simulations show that a reason-
able estimate of the bias still corresponds to a throughput
inversely proportional to the round-trip time.

The ratio of propagation times of connections that share
a common router can be rather large. The maximum value
of this ratio could be estimated by examining the network

topology.
4.2 Analysisof Effect of TCP Bias

For the purpose of our study, we assume that the ratio of
propagation times is bounded by 10. This range of prop-
agation times tranglates into departures from the fair equi-
librium. For instance, in the network of Figure 2, assume
that the propagation time of path p, isten timeslarger than
that of paths p, and p3. To study the effect of these propa-
gation times, first assume that link j; is the bottleneck. In
that case, connectionsaong path p; get arate R that isten
times smaller than therate R, of the connectionsalong path
p2. Consequently,

9=6R; +2R; =6R; +20R; = 26R;,



so that Ry ~ 0.35. Second, assume that link 55 isthe bot-
tleneck. The corresponding constraint becomes

10 =6R; +4R3 = 6R; +40R; = 46 Ry,

so that R; ~ 0.22. We conclude that link j- is the bottle-
neck and the rates are

10— 6R,
T4

More generally, this procedure can be applied to deter-
mine the rates that correspond to a given maximum val ue of
the ratio of propagation times. The tool can include these
calculations and take them into account when computing
the probability that all the connections get a specific mini-
mum rate. We illustrate this calculation in the case of the
network of Figure 2 where we assume that the numbers of
connections are random asin Section 3.2. We want to com-
pute arate o so that the probability that the connections get
at least arate equal to « is at least 95%. By combining
the method of Section 3.2 and the ratio of 10 for the prop-
agation times, we see that we must calculate the following
probability:

R1 ~ 022, R2 = ~ 2.2.

9 10
P——m >acand —— > .
10, 2™ 0, 2 Y

This probability is the same as the following one:

P(z1 + 1022 < 9/aand z; + 1023 < 10/a).
A lower bound on this probability is

P(zy + 102y < 2))P(x1 4 1023 < 12)
= P(N(430,4030) < 2)P(N(470,4430) < 1)
~ P(N(0,1) < 0.143 — 6.8) P(N(0,1) < 0.153 — 7)

where 3 = o~!. Wefind that 3 = 110 guarantees that this
lower bound is at least 95%. Consequently, the guaranteed
bandwidth per connectionisa = 1/110 = 9 x 1073, Re-
cal that if TCP was not biased we could guarantee a rate
0.1 to each connection. This simple example shows that it
is essentia for the tool to be able to take such a bias into
account.

5 Classesof Service

In this section, we explore how we can predict the effect of
classes of service. We first explain what we mean by class
of service. We then discuss an example of analysis.

5.1 CoSImplementation

When implementing class of service (CoS), a router clas-
sifies packets based on the type of service field of the IP

Figure 3. A router with CoS.
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Figure 4. A network with CoS (left) and the
network seen by each class.
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header. The packets of different classes are sent to sepa-
rate queues that the router serves according to a policy such
as priority or weighted fair queuing or some variation. In
this paper, we assume that the router implements a form
of weighted fair queuing (WFQ). Figure 3 illustrates the
gueues in the router. The objective of CoS is to guaran-
tee a minimum level of service to a class, independently
of the load that other classes impose. This level of service
is specified by weights in the case of WFQ. In the router
of Figure 3, the packets are classified into ¢ queues. Each
queue k (kK = 1,...,q) is dlocated a weight w,. These
weights are nonnegative and add up to one. The meaning
of theweightsisthat when al the queues are nonempty, the
router allocates a fraction wy, of the link capacity to queue
k. When only a subset of the queues are nonempty, the ca-
pacity of thelink is allocated to the queuesin proportion to
their weight.

5.2 Network Example

Theleft-hand part of Figure 4 shows the same network asin
Figure 2, except that it now implements CoS. There are two
classes of service along each path. For instance, along path
p1, there are 4 connections of class 1 and 2 connections of
class 2, asindicated by the pair (4,2). The weightsin the
routersare 0.6 for class 1 and 0.4 for class 2.

Let R; . denote the rate of a connection of class c along
path p; (forc = 1,2 and i = 1,2, 3). Assuming that TCP
achieves a min-max equilibrium, we find that, for this net-
work, the connection rates are obtained one class at atime.
That s, for class 1, we haveto find the max-min equilibrium
that corresponds to the middle part of Figure 4. For class 2,
we have to find the max-min equilibrium for the network in
the right-hand part of the figure.

Solving for the equilibrium values as we did previously,



we find the following rates:

Riy = 1.08, Roy = 1.08, Rs1 = 1.68
Ri2=08,Ry2 =2,R3>=0.8.

Comparing these rates with those shown in Figure 2, we
can see the effect of introducing the class of service in the
network. You will notethat this effect is not straightforward
and that suitable tools are needed to quantify it.

Note that in general, the determination of the rates of the
connections cannot be done simply one class at atime. For
instance, if one class does not saturate the rate that the router
guarantees to it, then the unused rate becomes available to
the other classes. However, the algorithm to compute the
ratesisasimple extension of the method we have described.

More generaly, we see that the tool that we have de-
scribed in the previous section can be used to evaluate the
throughput of the different classes of service in a CoS net-
work. The tool can aso consider the bias of TCP and the
randomness of the number of connections. This tool could
be used to determine the suitable weights in the routers to
achieve some target minimum rates for the different classes
with a high probability. The analysis can be adapted easily
to the case where the routers implement a priority schedul-
ing combined with weighted fair queuing.

6 Conclusions

We argued that useful network engineering tools must
produce robust results, be able to include results from mea-
surements and simulations, and be helpful for design.

Toillustrate these requirements, we proposed a prototype
tool for predicting the performance of TCP connectionsin a
network with or without CoS. This prototype uses statistics
on user activity to model the number of connections along
network paths. The prototype uses simulation results about
TCP to quantify its bias.

The features of the tool that we propose include the fol-
lowing:

e Theratesof TCP connectionsare not specified apriori
by the sources. Rather, the rates are the result of the
window-adjustment mechanism of TCP.

e Thenumber of connectionsthat use the network isran-
dom.

e Thetool takesinto account departures from fairness of
TCP.

e Theeffect of CoS can be quantified.

e Thetool can be used for network design.

To convert this prototype into a tool that can be used for
guiding the evaluation or the design of networks, the algo-
rithms and numerical procedures need to be implemented.
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